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The NIS 2 Directive requires organizations to have the following core requirements:

1. Information Security Policy: Assess your risk level.
2. Incident Prevention, Detection, and Response:
Have plans and backup plans, run drills and train all relevant parties. <
3. Business Continuity and Crisis Management
4. Supply Chain Security e

5. Vulnerability Disclosure
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HP supports and extends Intel's, AMD’s and Microsoft’s security features
to provide differentiated, industry-leading thread protection
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Hardware enforced Security
below, in and above the Operating System

HP Sure View Reflect

for screen privacy HP Privacy Camera

for user privacy

IR Camera
Fingerprint Sensor,
Smart Card

HP Sure Click

Isolation protection

i — A HP Sure Sense
HP Sure Run . e gl i _— Controller Zero-day attack protection
Defense protection — g
TPM2.0 HP Tamper Lock
Security chip HP Sure Start HP Sure Recovery Chassis intrusion detection

Pre-OS BIOS for device
Protection recovery



Screen Privacy

Protect from Visual Hacking
with the Click of a Button




Validate

firmware before running code

Stop

corrupted code from running

Recover

a safe copy of the BIOS & Firmware

/ malicious Peripheral attacks
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HP ESC = HP Endpoint Security Controller @



Recover quickly

in minutes, not hours or days

Flexible Recovery

based on local storage or cloud

Reimage securely

for trusted systems




Detect & Log

physical intrusion

Auto-Secure PC

with configurable policies that
can clear TPM & more

Prevent

Unauthorized use of PC
via HP Sure Admin



Worry less about a
lost or stolen PC

with HP Wolf Protect and Trace

Remotely find and secure

N Remotely locate a PC and quickly secure the
device by locking it or wiping its data

Prevent bad actors bypassing lock
with hardware-enforced persistence

Prevent unauthorized lock and wipe
with threshold cryptography
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Manage PCs,
even when offline or off
with HP Wolf Connect




92%

of malware is delivered
through emai

6/7%

of malware is emhedded in
Word documents

/ERO-DAY ATTACKS:

57%

of endpoint attacks were
missed by antivirus




PROVIDES INDUSTRY-LEADING PROTECTION
AGAINST THREATS

Q HP SURE CLICK PROTECTS
AGAINST ZERO DAY ATTACKS
and isolates in secure virtual containers

HP SURE RUN PROTECTS CRITICAL PROCESSES
and keeps HP Sure Click always up & running

& HP SURE START PROTECTS THE FIRMWARE

from malware or corruption by ensuring
only trusted code is executed

SURE CLICK: 3
Isolates in ' .
Virtual Containers

Hypervisor

= HP SURE RUN:
k(_p Ensures that
ESMM @ SureClickis
HP SURE START g éU always running
Protects the SMM, |9 S
the heart of all o
Virtualization VS’ - ~
System Management Mo de o e ‘i
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HARDWARE-ENFORCED BY
HP’S ENDPOINT SECURITY CONTROLLER



HP WOLF SECURITY

IS BUILT USING

/ERO TRUST

PRINCIPLES

HARDWARE-ENFORCED RESILIENCY

Hardware that can self monitor and self heal if an attack
getsin

Zero Trustis a core set of principlesin
the design and operation of systems
and their security.

LAYERS OF PROTECTION

Proactively prevent threats - below, in, and above the OS

ADVANCED LEVELS OF SECURITY

Advanced security with application isolation




My Dashboard
() Hootorasecty

HP Wolf Security

A multi-layered, endpoint security service
to help keep organizations safe

LAYERED PROTECTION

Advanced tools to protect against biggest threat vectors.
Malware Threat Identity
Prevention Containment Protection

ACTIONABLE INSIGHTS

Relevant and timely insights to ensure endpoints are secure

Epﬂl Threat Assessment &

N Comprehensive
=£Q Analysis

< Reporting

CERTIFIED SECURITY EXPERTS

Supported by HP certified security experts

1 Ongoing Threat

M Policy Configuration & 217 Monitoring &

%% | Enforcement

L Infrastructure Hosting
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Poly | HP born from Plantronics & Polycom & HP

\ Supported by Poly Global Services & Poly global network of partners
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Timeline

g, (D proly

Plantronics Plantronics on Plantronics Poly acquired
HP founded founded the Moon acquires Polycom by HP

HP delivering
the future of

work
HP oscillator in theaters HP enters computer Polycom Polyis born
showing Fantasia market HP 2116 A founded
T p' poly
_ = @ Polycom
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Mit unseren kombinierten Losungen fur hybrides

Arbeiten ...

,' )

Damit die IT-Abteilung die Infrastruktur in einer hybriden Welt
verwalten und schitzen kann

Die Starken von HP Die Starken von HP
Computer, Drucker, Displays und Peripheriegerate Sicherheit, Verwaltungslésungen und Services

Die Starken von Poly Die Starken von Poly
Headsets, Festnetztelefone, Video- und Raumldsungen Gerateverwaltung, Nutzungsinformationen und Services fiir Raumlésungen

18  HP - Vertraulich, nur zur internen Verwendung



HP/ Poly hybrid Work Portfolio
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HEADSETS &
SPEAKERS

EncorePro

HP Stereo Blackwire Voyager
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