


“Ifit’s connected, you're protected”

W ScanSafe

Top leader of cloud-
based web security

St
ey ThreatORID

+ Leading dynamic
malware analysis
(Sandbox)

Currently integrated

cu SE " to Endpoint

COSHITIVOELCUR TY

Applies artificial intelligence
techniques to detect advanced
cyber threats

s

Top leader of
contents security

2007

+ Snort®, ClamAV®, Open Source
projects founder

« VRT world-class research
+ Topleader of IPS

2013 2014

+ Top leaders of security

advisory services

+ Provides risk management

and compliance to Fortune

500 customers

Lancope.

+ Leading security
analytics platform
to defend against
advanced cyber
threats

OpenDNS

Cloud-based DNS
security services

2015

observable

networks

Cloud-based

network forensics

and visibility

¢¥CloudL.ock

Leading cloud
security platform
that provides
visibility and
control for Saas,
laaS and Paa$S

2016 2017

Leader in two factor
authentication, endpoint
remediation and secure
single sign-on

K=NNA

Security

Risk-based
vulnerability
management
software

2018 2022

NCCEDIAN

<> Lightspin

End-to-end cloud security
posture management
across cloud-native

splunk>

W

resources

Cloud network security for
multi cloud workloads

wgtwo

Intent to
acquire

£ Armorblox

Predictive and generative
Al across our product
portfolio

ISOVALENT

smartlcok

Session recordings with event-based
analytics to analyze end-user digital
behavior

Identity Threat Detection and
Response technology

Expand ThousandEyes’

Eg:)nws industry-leading view of
global internet health
Deepens
€ Code BGP ThousandEyes’ BGP
Capabilities

2023



Warum tun wir das ?

e
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Die Lage ist ernst: Jeden kann es treffen

Unzureichend vorbereitete und Ubertrieben selbstbewusste Unternehmen/Behdrden

cisc

Readiness Index 3 %

Underprepared and Overconfident Companies
Tackle an Evolving Landscape

aller Unternehmen
sind bestmoglich
vorbereitet

/ e o,

Cisco Cybersecurity
Readiness Index | 2024
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https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2024/m03/cybersecurity-readiness-index-2024.html

Finanzielle Risiken

“« Produktionsausfalle
. Rep)utationsverlust
. Date‘tz\)erlust

- Personliche Risiken




Was hat sich verandert ?



Menschen, Orte und

VA t
uganssnetze Netzwerk Cloud Infrastruktur & Applikationen

i
CIsco

Die Angriffsflache ist gewachsen!

© 2024 Cisco and/or its affiliates. All rights reserved.

) Fest- und/oder : :
Dinge : Dienste Cloud Dienste (data center, cloud)
Mobilfunk
N ( N )
Wireless Direct connect Cloud
gateway providers
Phishing
Wireless
network
Hostile
Application
segmentation
\ - - T@m
Paris, France Firewall
load
@ loT > balancers
= ES wrvarleds
= Lateral Iy e
_ Advanced movement .
Malware ‘ O persistent infrastructure
Cameras threats Ransomware
and sensors Edge
\ / \_ data centers j



Die meisten Angriffe verwenden eine Abfolge wie diese...

L )

—_ X ‘\kf —_—s ,=\
<

|
[
\

DNS
Eine gut angepasste und Welche zu einer Was dazu fuhrt, dass ein Dieser Prozess wird sich
personalisierte E-Mail fragwirdigen seltsamer Prozess lokal auf ~ mit einer anderen
veranlasst den Benutzer Website geht ... dem Gerat des Benutzers Maschine verbinden
zum Klicken... erstellt wird... oder direkt auf ihre

Daten zugreifen

T1055: Process Injection

T1566: Spear Phishin . e .
P g T1189: Drive-by Compromise T1210: Exploitation of Remote Services
T1087: Account Discovery: Domain account T1048: System Network Connections Discovery
[ Vendor A Vendor B Vendor C Vendor D Vendor E

© 2024 Cisco and/or its affiliates. All rights reserved.
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/wei Kernfragen zur Nutzung von Ki



Wozu will ich Kl nutzen...

...welche Anwendungsfalle (Use Cases) ?
...welche Kl und Methoden ?

e
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High-Level Uberblick — Kiinstliche Intelligenz (KI)

e KI steht fiir Kiinstliche Intelligenz (engl. Artificial Intelligence (Al)) und bezieht sich auf die
Entwicklung von Computern oder Maschinen, die menschendhnliche Intelligenz aufweisen sollen

ARTIFICIAL INTELLIGENCE

A program that can sense, reason,

e M L steht fiir Maschinelles Lernen (Machine Learning) und bezieht sich auf den Bereich der act arid adast

kiinstlichen Intelligenz (Kl), in dem Computer Algorithmen und statistische Modelle verwendet, um
aus Daten zu lernen und Vorhersagen oder Entscheidungen zu treffen. GenAl

NLP
e DL steht fiir Deep Learning und ist eine Teilmenge des maschinellen Lernens, die sich auf mcl.""[ lMlm

kiinstliche neuronale Netzwerke konzentriert. Deep Learning ermoglicht es Computern, komplexe
Muster und Strukturen in den Daten zu erkennen und hochentwickelte Aufgaben wie Bild- und
Spracherkennung durchzufiihren.

Algorithms whose performance improve
as they are exposed to more data over time

e Ge nAI steht fiir Generative Al (z.B. ChatGPT, OpenAl) diese verwendet Algorithmen, die neue

Inhalte erzeugen kénnen — sei es Text, Bilder oder sogar Code — basierend auf gelernten Mustern
und Daten.

N I.P — NLP steht fiir Natirliche Sprachverarbeitung (engl. Natural Language Processing), die es

Maschinen ermdglicht, menschliche Sprache zu verstehen, zu interpretieren und z. B. Anweisungen
umzusetzen.

Pradictive ' Automation

Analytics & Response

e
CIsco
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https://datasolut.com/machine-learning-vs-deep-learning/

= Komplexere Netze

Unterschiedliche Technologien/mehr
Standorte

Wi MRS

rausforderung ...
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Cisco Cyber Security Eco System

“If it’s connected, you re protected”

Cisco Security Cloud

s ~

Firewall Protection

W]l
2024 Cisco and/or its affiliates. All rights reserved
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, Cisco Security Cloud

( Extended Detection & Response

X
Posture & Auth Management -

9 =
Endpoint Security ‘1  EE— < Workload Security

\\\

N N N\
Email Security < Experience Insights ( Application Security

CNC YO

- =
Remote Browser Isolation - Network Access Control ‘ ( Vulnerability Management < Full Stack Observability ‘

- < Security Service Edge [ — \‘< Multicloud Defense | —

v

Firewall Protection

A

e
CIsco
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Cisco Secure

Wir integrieren Kl in das gesamte Sicherheitspor@]ia-‘mif*a"t

Cisco Security Cloud

Unterstutzen KI-Assistenten

Verleihen Sie lhren Admins , Superkrafte”.
Vereinfachen Sie das Management, verbessern Sie
die Ergebnisse.

Breach Protection
Augmentieren Kl-gestutzte

Korrelieren Sie 550 B
Sicherheitsereignisse mit
Maschinengeschwindigkeit.

User Protection

Automatisieren Autonome
Lernen Sie aus Interaktionen zwischen Cloud Protection

Mensch und Maschine, um komplexe
Playbooks zu automatisieren.

«—— Firewall Foundation ———

© 2024 Cisco and/or its affiliates. All rights reserved.
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KI-Assistent in der Firewall

Beschleunigen Sie Richtlinienabfragen, Problembehandlung und Regelverwaltung

|dentifizierung und

Berichterstattung von PR EENe A URe

Verwaltung des

Richtlinien Bedrohungsabwehr Richtlinienlebenszyklus
Korrelieren Sie Dokumentation - an Sie MaRnah
Konfigurationsinformationen mit und Erkenntnisse mit rgreiien sie vialbnahmen, um
einem Klick Maschinengeschwindigkeit neue Regeln zu erstellen oder

bestehende zu blockieren

© 2024 Cisco and/or its affiliates. All rights reserved.
cisco / J
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2024 Forrester® Wave % for Enterprise
Firewall Solutions

“Cisco advances its Secure Firewall into the future
with innovation and a strong vision.”

“Cisco’ s vision aligns well with its networkin
strengths, leveraging these strengths to craft a
security strat?g/ that envisions the seamless

Integration o

) and security in the networking
fabric.”

“Cisco distinguishes itself with a multilayered
approach to traffic inspection and decryption.”

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and
Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a
graphical representation of Forrester's call on a market and is plotted using a detailed
spreadsheet with exposed scores, weightings, and comments. Forrester does not
endorse any company, product, or service depicted in the Forrester Wave. Information is
based on best available resources. Opinions reflect judgment at the time and are subject
to change.

© 2023 Cisco and/or its affiliates. All rights reserved.

THE FORRESTER WAVE™

Enterprise Firewall Solutions

Q42024
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering Palo Alto Networks @
Check Point Software Technologies
‘ Cisco
@ Fortinet
(DJuniper Networks
@ SonicWall
* WatchGuard Technologies
*Barracuda
oForcepoint °Sophos
Weaker
current
offering
Weaker strategy Stronger strategy

Market presence*

s BEYE )
LWL

*A gray bubble or open dot indicates a nonparticipating vendor.

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.




Cisco Secure Firewall Appliance Portfolio

(Approximate Datasheet AVC+IPS Throughput figures)

65-145 Gbps
(Cluster up to 16)

10-45 Gbps

(Cluster up to 8)

1200C

<1 Gbps
1010
+ + + +
U i ol A O A I (/_\)
=] Sulailie T R Jood Jboedl Jdedad HEE
Branch Campus Data Center
SECURE © 2022-24 Cisco and/or its affiliates. All rights reserved. Cisco Highly Confidential SerVICG PrOVIder 22



Control Points

CDO Completes the Vision

Cloud Management

Roadmap
Preview/GA: June

. 2024
Integrations

Al
Centralized Centralized ?% Assistant
Dashboard Investigation

Physical FW < Actionable Insights/ Consistent Security

Predictive Analytics Policies
USERS | «——» g XDR Cloud
Virtual FW > [
L R Policy Optimization On-ramp,
Workflows Object
> Splunk

‘ , Multicloud N P Share

DIEVIElES Defense g Al-Assistant AP [PIEERe gy

Map
Workload _ : » Kenna/ TALOS
Security d Context-based Auto-Compensating
Access Controls AT
APPS > OoonD AlOps for
ISE L (o [ ) = I
< > . S irewal
Secure Access Policy Auto- AIOP
reasoning S
Policy
Automation/3rd Migration Tools
Party Orchestration
O

ﬁ Kenna
Integration

Multi Tenant with Consistent API’s, Identity, Context, Threat Intel, and Access

afa]n
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Cisco Secure Firewall or Cisco Meraki MX?

What does your customer value most?

Cisco Secure Firewall
On-premises management with granular controls
Customizable threat defense with deep visibility

Firewall clustering and multi-instances

Extensive integration options

‘et SECURE

Cisco Meraki MX

Cloud platform for SD-Branch management and configuration

All-in-one NGFW, Cisco Secure Endpoint, IDS/IPS, and content
filtering

Cloud security integration with Cisco Umbrella

Zero-touch Talos security updates

- IIE - _'z'.;"z!;-



e Qs 0 O mleme

Single Sign-On — Networicwide

5 Network-wide
Health

Uplinks Security Appliances Switches Wireless

1 4 16 All
Otfine ©
Data Center Networking

Einfach zwischen Anwendungen wechseln ket e Wakorna cares

Usage and clief N Global View v

Compute Center 22 MyDashbosrd v ©@ & W QEma® ® [ i

Optimiertes Management ey S

Server Health Summary Active Advisories

US Wost Ops Summary 02 A 108

FlexPod Servers Heatlh Summary r

0. A4

Einheitliches Designsystem

Virtual Machines Per Device Top 5 UCS Fabric Interconnects Ports by Traffic U. Node-based Cisco)

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Meraki Launchpad for a Cisco 3x
Platform oo

( /) CUSTOM BUILT

developer.cisco.com/meraki

" - TECH PARTNERS
meraki.com/marketplace

‘—

Built-in solutions

Tailored solutions

MERAKI DASHBOARD

EENEER e — ..mmm -5
i i o S -
- = a.t BINRINEY [ —————] - I
Wireless Switching Mobile Device Security and Cellular Smart Sensors
Management SD-WAN Gateways Cameras

SECURITY AND IOT
2 e © @

Cisco Cisco Cisco Cisco DNA Cisco Cisco SNORT Cisco i Do TholsandEves Cisco DNA Cisco Enterprise
Umbrella ISE AMP Spaces AnyConnect IDS/IPS Stealthwatch y Agreement




Supreme security
:

InternetT ‘. Layer 7 firewall

. IDS/IPS

Content filtering
Malware protection
Sandboxing

AnyConnect remote VPN access
Centralized enforcement, policy & reporting

Site-to-site Auto VPN
East-west security filtering
URL filtering

SSL decryption/inspection

Data loss prevention (DLP)
Remote browser isolation (RBI)
Granular app control

Cisco Umbrella

Branch

Meraki MX

Meraki MX

. File type control
Meraki MX SaaS tenant restrictions

CASB

‘tses’ SECURE

Cisco Confidential



Cisco+ Secure Connect

Einheitliche Sicherheitsfunktionen

Cisco+
Secura Connect
Core elements

Secure Internet and >‘

o L]
SaaS Controls \".\ Py — @ ‘% Internet/SaaS
(Umbrella SIG) 3 =

DNS IP/Port/App Secure web  Cloud-access

Unified Private
Application Access
Policies

Secure branch

security Firewall gateway security broker
(CASB) :
Secure IPSec Plrlvage
Connect applications

Public/Private cloud

\_1 - L 1
_ . = [¢] I &
Client and Clientless -< =< & = Q —_D |
Private App ACCESS Private App Browser Identity Device posture SD-WAN

Firewall Access integrations and health —

Polic
Remote User Y

Native Device posture

Branch/HQ
and health support

Intemet traffic Private traffic Tunnel

IDP Integrations ¢ N

‘tsen’ SECURE



What is Secure Access Service Edge (SASE?)

Network as a service
e
( Connect It )

A\ J

4 - )
[ =]
O O
O
Content WAN Optimization
Delivery/Caching and Routing
Quality of Service SaaS Acceleration
- ( _ A J
( SD-WAN )

.

Market convergence

- osAsE

Network security as a service

( Secure It >

-

Cloud Access Security Zero Trust Network
Broker (CASB)

3|

—>

—>

Cloud-delivered
firewall (w/ IPS)

5O

Access (ZTNA)

Secure Web Gateway
(SWG)

-
\

N
SSE )

e -
Cisco S Ec U RII: © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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How Umbrella Helps

Schutzen Sie Benutzer tberall,
iInnerhalb und aufderhalb des Netzwerks

Malware
C2 Callbacks
Phishing

Schutzen Sie sich tberall mit
Integrationen und eigenstandigen

Clients:

 Roaming client fur Windows, Mac,
und Google Chromebook

« Always-on security mit Cisco
Secure Client integration

* Cisco Secure Connector ftr iOS app

 Umbrella Android client "

J
Cisco Confidential




How Umbrella Helps

Cisco Umbrella

A .‘.: DNS-layer stggure ((h Cloud-delivered @ gégﬂﬁltsccess
. 52 security gateway -_—_- firewall (w/ IPS) broker
SecureX
Integrated
® Interactive = Remote 0101 Data Cloud security platform
fi threat browser 1010 loss malware
\ intelligence - Isolation LR prevention > detection

K Tlsl{;J

SD-WAN ON/OFF NETWORK DEVICES
Meraki MX
Viptela

CI!':COI SECURE

Cisco Confidential



Warum Cisco ?

Unubertroffener
Uberblick tiber die
gesamte
Bedrohungslandschaft

TdLOS
Kl e,

e
CIsco

o
©
(=)

X

Weltweit grosstes ,, Threat Reseach Team” mit
Uber 500 Personen

550 Mrd. Sicherheitsereignisse
pro Tag

~9 Mio. E-Mails blockiert
pro Stunde

~2.000 neue Proben
pro Minute

~2.000 blockierte Domains
pro Sekunde



New Security GTM Incentives & Promotions

Early JUNE Launch

LIVE NOW!

/ Customer Assessment Incentive

C

Firewall Upgrade Incentive \

A
o] O o)
alh
Incentivize partners to complete Pay partners as they upgrade
customer assessments resulting customer Firewall software
)\ in security deal registration to unlock latest features /
D\
acicn
Qclcio
7
Combat competitive Alleviates displacement costs Accelerates registered security
pressures in firewall via when migrating to Security deals for partners by finding

aggressive discount suites via ramp credits the resources to win

i
'CII S'CID. © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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The bridge to possible
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